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Research background
Cybersecurity behaves like a public good: each person's security decisions

create positive externalities for others, while insecure behavior generates
negative externalities and increases collective risk. A related challenge exists
in data privacy, where users often misjudge how much personal data they
share and who can access it, reflecting a broader gap between objective
knowledge and self-perceived competence. Recent research suggests that Fotential research areas

many security failures stem from this mismatch between what people actually ® Knowledge-behavior link

know and what they believe they know. This thesis investigates how this How objective knowledge relates to actual privacy
knowledge—perception gap shapes protective behavior in the context of @nd security behavior.

collective digital security. @ Confidence gap

: : How actual and perceived competence diverge
Conceptual framework: User segmentation matrix rose dsars P P 9

Main research question

How do actual and self-perceived levels of
data privacy and cybersecurity knowledge
affect privacy- and security-related
behavior?

%H‘Igh ® Overconfidence effects

E Overconfident Users Competent Users Whether over- or under-confidence drives risk-taking.
% Feel secure but aren't, may || Knowledgeable and aware, B Information interventions

E neglect precautions. reliable in collective security. Whether targeted framing improves security

o _ behavior.

@ Aware Novices Underestimated Experts ® Moderating factors

g,_ Recognize their Iim.itations Knowledgeable but hesitant, Privacy concerns, trust, and perceived responsibility.
% and are open to guidance. they underutilize their skKills. B Behavioral externalities

e How misperceptions and risky behavior generate
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Actual knowledge ~ High

Methods and data

Literature review

positive or negative externalities for collective
privacy and security.

Randomized experiment
Testing the effects of
different information
interventions on privacy &
security decisions & risk-

Data sources

Flash Eurobarometer 547
(Cyber Skills), Special
Eurobarometer 499, ENISA
reports, & OECD indicators,

Online survey
Measuring objective data
privacy & security
knowledge, usage, self-
assessed competence,

Cybersecurity, data privacy
economics, public goods &
externalities, behavioral
economics, & technology

iteracy. and security-related taking behavior. complemented by original
behavior. experimental data.
What you'’ll do What we offer Requirements

@ Interest in behavioral economics,
cybersecurity, public goods, or
experimental designs

@ Experience with R or Python,
familiarity with SoSci Survey is an
advantage

@ Good English communication skills

@ Conduct literature research on
cybersecurity, data privacy & digital
public goods.

@ Ongoing supervision by the Chair of
Economic Policy

@ Access to survey & experimental data

@ Guidance, regular feedback, & open
discussion with team members

@ Run an online survey & a randomized
controlled experiment

@ Analyze experimental data in R or
Python
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